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中文摘要：

於西元2004年，Tsuji與Shimizu提出一種簡稱為2GR的一次通行碼認證機制。根據2GR機制，已從伺服器竊得驗證碼的攻擊者，她/他無法偽冒使用者。然而，林與洪描述：2GR機制仍然無法防禦一種偽裝攻擊，此類攻擊是攻擊者不必偷竊驗證碼即可偽裝成為一合法的使用者。本論文將提出一種2GR機制的改善版來克服這種偽裝攻擊。
關鍵詞：網路安全，使用者認證，一次通行碼。
Abstract:

In 2004, Tsuji and Shimizu proposed a one-time password authentication protocol, named 2GR. By the 2GR protocol, an attacker who has stolen the verifiers from the server cannot impersonate a valid user. However, Lin and Hung described that it is vulnerable to an impersonation attack, in which any attacker can, without stealing the verifiers, masquerade as a legitimate user. In this paper, we shall propose an improved version of the 2GR protocol to overcome this impersonation attack.
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